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Abstract. We introduce a new paradigm to the field of control theory:
“secure sensor design”. Particularly, we design sensor outputs cautiously
against advanced persistent threats that can intervene in cyber-physical
systems. Such threats are designed for the very specific target systems
and seeking to achieve their malicious goals in the long term while avoid-
ing intrusion detection. Since such attacks can avoid detection mecha-
nisms, the controller of the system could have already been intervened in
by an adversary. Disregarding such a possibility and disclosing informa-
tion without caution can have severe consequences. Therefore, through
secure sensor design, we seek to minimize the damage of such undetected
attacks in cyber-physical systems while impacting the ordinary opera-
tions of the system at minimum. We, specifically, consider a controlled
Markov-Gaussian process, where a sensor observes the state of the sys-
tem and discloses information to a controller that can have friendly or
adversarial intentions. We show that sensor outputs that are memoryless
and linear in the state of the system can be optimal, in the sense of game-
theoretic hierarchical equilibrium, within the general class of strategies.
We also provide a semi-definite programming based algorithm to design
the secure sensor outputs numerically.

Keywords: Stackelberg games - Stochastic control - Cyber-physical
systems + Security - Advanced persistent threats - Sensor design * Semi-
definite programming

1 Introduction

A cyber-physical system can be considered as a system equipped with sensing
and actuation capabilities in the physical part, and monitoring or controlling
capabilities using computer-based algorithms in the cyber part, e.g., process
control systems, robotics, smart grid, and autonomous vehicles [9]. However,
due to the cyber part, such systems are very prone to cyber-attacks. Reference
[10] reveals such vulnerabilities of the inner vehicle networks to cyber attacks
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experimentally, e.g., an attacker has been able to control the brake system of
a moving vehicle remotely. In 2010, StuxNet worm targeted very specifically
certain supervisory control and data acquisition (SCADA) systems and managed
to cause substantial damage, which was an eye-opener pointing to insufficiency of
the existing, isolation based, security mechanisms for such systems [8]. Recently
in 2014, Dragonfly Malware infiltrated into the cyber-physical systems across
the energy and pharmaceutical industries and intervened in the systems over a
long period of time stealthily [16]. In a nutshell, those experiences show that
once an adversarial attacker infiltrates into the cyber part of the system, he/she
can monitor and control the physical processes away from the system’s desired
target, which can lead to severe consequences. Therefore, developing novel formal
security mechanisms plays a vital role in the security of these systems.

Existing studies mainly focus on characterizing the vulnerabilities of cyber-
physical systems against various attack models. Reference [14] formulates neces-
sary conditions for an undetected attack that can cause unbounded error in the
state estimation. In [18], the authors characterize necessary and sufficient con-
ditions for an undetected attack when the system does not have any sensor and
process noises. In [5,6], the authors formulate the optimal cyber-attacks with
control objectives, where the attacker both seeks to be undetected and drive the
state of the systems according to his/her adversarial goals by manipulating sen-
sor outputs and control inputs together. Recently, Reference [20] has analyzed
the optimal attack strategies seeking to increase the quadratic cost of a system
with linear Gaussian dynamics, while maintaining certain degree of stealthiness.

There are also studies that aim to provide formal security guarantees against
false data injection attacks, where attackers infiltrate into a subset of multiple
sensors and report false outputs into the system. In order to detect and recover
from such attacks, Reference [7] provides a security mechanism for estimation
and control based applications, and in [13], the authors propose a coding scheme
for the outputs of multiple sensors. Apart from these two separate approaches,
i.e., analyzing optimal attacks with control objectives and encoding outputs of
multiple sensors against false data injection attacks, we aim to combine them
together in the secure sensor design framework. Particularly, closed-loop control
is essential in cyber-physical systems due to the uncertainty of the state noise,
i.e., a controller needs the sensor outputs to be able to drive the state toward
his/her desired path [11]. By designing sensor outputs in advance, we seek to
provide security against the attacks with control objectives.

Economics also plays an essential role while developing defense strategies for
cyber-security of systems [4]. As an example, investment on security measures
should not exceed the value of the protected asset. Furthermore, adversarial
attacks are also costly and an attack would be feasible, therefore expected, if the
attack costs the attacker less than the damage at the target. Therefore reducing
the damage that can be caused by such threats as much as possible is crucial
to reduce the feasibility, therefore the likelihood, of such attacks. To this end,
in the secure sensor design framework, we seek to minimize the damage by the
attacks, with minimum impact on the ordinary operations of the system.
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We propose a new approach for the security of cyber-physical systems by min-
imizing the damage of cyber-attacks on the system. We focus on undetectable,
or difficult to detect, attacks, which we call “advanced persistent threats”. These
attacks are advanced by targeting very specific systems with knowledge about
the underlying dynamics, and persistent by attacking stealthily, i.e., avoiding
detection mechanisms. Since such attackers can intervene in the system for a
long period of time without being detected, this rises the possibility of adversar-
ial intervention in cyber part of the systems at any time. Therefore, the system
designer should take such possibilities into consideration. However, the designer
should also not take precautions as if the cyber part of the system is compro-
mised due to such a possibility since that would impact the intended operations
of the system substantially. In particular, there is a trade-off between securing
the system and maintaining a certain performance in the system.

In this paper, to obtain explicit results, we specifically consider systems with
linear quadratic Gaussian dynamics and control objectives, which have various
applications in industry [20] from manufacturing processes to aerospace con-
trol. We consider the possibility for adversarial interventions in the controller
by advanced persistent threats, and seek to design sensor outputs cautiously in
advance. Therefore, there is a hierarchical structure between the sensor and the
controller of the system. The controller constructs a closed-loop control input
based on the sensor output, knowing the relationship between the sensor output
and the state. Furthermore, if the controller is an adversary, then the objectives
of the sensor and the controller mismatch. Therefore, we can analyze the interac-
tions between the sensor and the controller through a game-theoretic hierarchical
equilibrium, which implies that, as a sensor designer, we should anticipate the
controller’s reaction by also taking into account that the controller can have both
friendly or adversarial objectives. We show that for controlled Markov-Gaussian
processes, the equilibrium achieving sensor outputs are memoryless and linear in
the underlying state of the system. Additionally, we provide a semi-definite pro-
gramming (SDP) based algorithm to design secure sensor outputs numerically.

The main contributions of this paper are as follows:

— This appears to be the first work in the literature to study sensor design
against advanced persistent threats that can infiltrate into the controller of a
cyber-physical system.

— We provide a formal problem formulation from a game-theoretical perspec-
tive to design sensor outputs cautiously due to the possibility of undetected
interventions in the controllers.

— Given any sensor strategies, we compute the optimal control strategies for
both friendly and adversarial objectives. Note that the adversary seeks to
construct control inputs that are close to the control inputs that would have
been constructed if he/she had a friendly objective in order to avoid detection
and accomplish his/her malicious goals in the long term over the time horizon
by exploiting the uncertainties in the system.

— We show that the optimal sensor strategies in the sense of game-theoretic
hierarchical equilibrium are memoryless and linear in the underlying state.
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Correspondingly, friendly as well as adversarial control strategies are linear
in the sensor outputs.
— We also provide a practical algorithm to design secure sensors numerically.

The paper is organized as follows: In Sect.2, we provide the secure sen-
sor design framework. In Sect. 3, we formulate the associated multi-stage static
Bayesian Stackelberg game. In Sect. 4, we characterize the optimal controller
response strategies for given sensor strategies. We compute the corresponding
optimal sensor strategies in Sect.5. We conclude the paper in Sect.6 with sev-
eral remarks and possible research directions. An Appendix A includes proof of
a technical result.

Notations: For an index-ordered set of variables, e.g., x1,--- ,x,, we define
Ty = Tp, -+ ,x, where 1 < k < [ < n. N(0,.) denotes the multivariate
Gaussian distribution with zero mean and designated covariance. We denote
random variables by bold lower case letters, e.g., . For a vector z and a matrix
A, 2’ and A’ denote their transposes, respectively, and ||z|| denotes the Euclid-
ean (L?) norm of the vector z. For a matrix A, tr{A} denotes its trace. We
denote the identity and zero matrices with the associated dimensions by / and
O, respectively. For positive semi-definite matrices A and B, A = B means that
A — B is also a positive semi-definite matrix.

2 Problem Formulation

Consider a controlled stochastic system [11] described by the following state
equation:
Tpy1 = Az + Bup +vi, k=1,2,...,n, (1)

where! A € R™*™ B € R™*" x; ~ N(0, X). The additive noise sequence {vj}
is a white Gaussian vector process, i.e., v ~ N(0, X,), and is independent of the
initial state ;. The closed loop control vector uy € R" is given by

up = Yk(8[1,1), (2)

where 7. (+) can also be any Borel measurable function from R™* to R", and
s € R™ is the sensor output, which is given by

Sk = 77k(£[1,k]), (3)

where 7,(+) can be any Borel measurable function from R™ to R™.

As seen in Fig. 1, we have two non-cooperating agents: Sensor (S) and Con-
troller (C). C can be a friend or an adversary while S does not know C’s type.
Only S has access to the state £y and can construct sensor output s;. C observes
Sk, knows S’s strategy 7 (-) due to a hierarchy between the agents, and, by using
8[1,k], can construct a closed loop control input uy, which cannot be monitored
by the system.

! Even though we consider time invariant matrices A and B for notational simplicity,
the provided results could also be extended to time-variant cases.
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Fig. 1. Cyber physical system including a sensor and a controller.

Remark 1. A hierarchy between the agents is a reasonable assumption in con-
trol system design since sensors are designed and implemented in advance, and
system engineers design the controllers knowing the relation between the sensor
output and the underlying state.

The agents S and C construct s, and uy according to their own objectives.
In particular, S chooses 7 (-) from the strategy space 1}, which, for each k, is
the set of all Borel measurable functions from R™* to R™, i.e., n, € 1} and
81 = (k). C chooses i (-) from the strategy space I}, which is the set of
all Borel measurable functions from R™* to R”, i.e., v € I, and uj = v (811,1)-

Normally, in a stochastic control scenario [11], S and C would have a common
finite horizon? quadratic loss function

n

L(@ (2, 41): (1. i) = D ki lEg,, + k%, (4)
k=1

where Qg1 € R™*™ is positive semi-definite and Ry € R™*" is positive definite.
Then, S would disclose the state directly so that C could drive the state in their
commonly desired path [11,12]. However, in a cyber physical system, the system
is vulnerable against adversarial attacks that seek to drive the state of the system
away from the system’s desired target. We call such attacks “advanced persistent
threats”, which are advanced by being designed very specifically for the targeted
system, i.e., the attacker knows, or can learn stealthily, the underlying state
recursion, and persistent by avoiding intrusion detection. Therefore, S, i.e., the
sensor designer, should anticipate the likelihood of adversarial intrusions into C,
i.e., the possibility that C can be an adversary, and construct s; accordingly.
We denote the set of all adversarial objectives by (2, the appropriate o-algebra
on {2 by F, and the probability distribution over {2 by P. In particular, we have
the probability space (£2,F,P). And for a point w € {2 drawn from {2 according

2 E.g., horizon length is n.
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to P, the adversarial loss function is given by

La(w,[2,n41]5 8[1,n], U[1,n]) Z||$k+1 = 2()D4 o1 ()
+ HUA,k - u’F,k”%%A,k(w)v (5)
where ua 1, k = 1,...,n, denotes the adversarial action, z : (£2,F) — (R™,B™)

is an (F,B™) measurable function®, Qa k41 : (2,F) — (R™*™ B™X™) is an
(F,B™*™) measurable function such that Q4 x+1(w) € R™*™ is positive semi-
definite, and R4y : (£2,F) — (R™*",B"*") is an (F,B"*") measurable function
such that R4 ,(w) € R™*" is positive definite. Here, for each w € £2, z(w ) denotes
the desired state that the adversary seeks to drive the system to, and u}, ; is the
optimal action that would have been taken if C was a friend so that the adversary
can avoid intrusion detection by being close to uz ;. We further assume that z(w)
is a second-order random vector.

Remark 2. We note that if the control inputs could have been monitored, then
any deviation of the control input from the optimal control input of a friend
type C could have been detected instantly.

3 A Multi-stage Static Bayesian Stackelberg Game

In order to model undetected adversarial interventions, let @ be a Bernoulli
random variable, with a commonly known p, corresponding to the likelihood of
C being an adversary, i.e., P{8 = 1} = p, and 8 = 1 if C is an adversary. Since
the type of C is not known by S, we can consider this incomplete information
scenario as an imperfect information scenario [15]; in which Nature moves first,
draws a realization of @, then if the realization 6 = 1, also draws w € 2, and
reveals these only to C.

Furthermore, the multiple interactions between non-cooperating S and C can
be considered as a multi-stage game [1]. Since S’s actions 8{; ,,) do not depend on
C’s actions u[y ), i.e., S cannot update his/her strategies after observing u;
this is a multi-stage static game. The underlying state recursion is common
knowledge of both S and C (even if C can be an adversary). The type of C and,
if C is an adversary, his/her objective are not known by S. However, S knows
the probability space (§2,F,P) and p, which implies that this is a multi-stage
static Bayesian game. There is also a hierarchy [1,17] between the agents in the
announcement of the strategies such that S leads the game by announcing and
sticking to his/her strategies in advance, i.e., C knows 7[1,n) in advance. There-
fore, we can model such a scheme as a multi-stage static Bayesian Stackelberg
game, in which S is the leader.

Remark 3. Once any adversarial intrusion has been detected due to C’s anom-
alous behavior through external defense mechanisms, this multi-stage static

3 B™ denotes the Borel g-algebra on R™.
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Bayesian Stackelberg game terminates since the uncertainty about C’s type
is removed. The reaction of the system after the detection is beyond this
paper’s scope. Therefore, we consider that the game continues over the hori-
zon and continuation of the game implies that any adversarial intervention has
not been detected while the possibility of undetected adversarial intervention
still exists.

Remark 4. Even though the attacker can also inject false data into the sensor
outputs in order to avoid detection as in integrity attacks, e.g., [5,6], the attacker
still needs the actual sensor outputs, which are designed by the system designer
in advance, in order to construct the optimal control input according to his/her
objective. Therefore, secure sensor design framework also plays a crucial role for
the security of the systems against integrity attacks.

S and C aim to minimize their expected loss functions through the actions
8[1,n] and u[; ) by choosing the strategies n; , and v ,) accordingly. Given
the realizations of S’s actions, i.e., s[1 ], C constructs the control input ug
or ua ) depending on his/her type, Wthh not only depends on s xj, but also
the associated strategies n; x). In order to show this dependence explicitly, we
denote C’s strategies by urr = Yrx(8[1,k); M[1,k)) instead of vr(sp,x)) if C is a
friend, or wa k. = v,k (w, 81,k N)1,k)) instead of v x(w, 8[1, ) if C is an adversary.
Furthermore, given S’s strategies 01 ), we let IIp(np ), a(w, mp1,n)) C R™™
be C’s reaction set. And these reaction sets are given by:

[T () := argmin E{L(Z[2, 1], 8[1.n]> %F,[1.n]) }
’u,pﬁkGRT
k=1,...,n

I (w,np ) == argmin E{LA(w, T2 141, 8[1,n)> WA, [1,n]) }>
ua,kER"
k=1,...,n

where E denotes the expectation taken over {Z1,v[;,}. Due to the positive
definiteness assumptions on Ry and Rap(w), for all w € 2, L and L4 are
strictly convex in C’s actions wp,[1 ), % [1,n)- This implies that the corresponding
reaction sets ITp and Il4 are singletons and the best C actions Up ;U aTe
unique.

Corresponding to the loss functions L and L4, depending on the agents’
actions s; and uy, there exist certain cost functions depending on the agents’
strategies: J(1[1,n),V(1,n)) and Ja(w, MLl Y, n]), while each strategy implicitly
depends on the other. Therefore let ITr and I1 4 be the sets of best C strategies,
as subsets of X7 _; I:

() = argmin J(01,n], VF,[1,n])»
Y,k €Lk
k=1,...,n
Ia(w,mp,m) == argmin  Ja(w, 1,0 YA, 1,0]);
’YAI,CIL(L{)V)EFK'
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which are equivalence classes such that V vz . € Ir (or ¥ Ya,fn € ),
we have up,; = v}iﬂﬁk(s[l)k};n[hk]) (or Ul = *ng’k(w,s[llk];n[l;k])). Therefore, the
pair of strategies [77[“1’”]; (7;’[1,71},727[1’”])} attains the Stackelberg equilibrium
provided that

My g = argmin (1= p)J (0pnls Vi) (5 001.01))

M€Yk,
=1,....n
R NIRRT ) S (6)
V1) (5 01m)) = argmin. J (1 ) Yo, 1,0 (5 771,0))) (6b)
Yr, €Lk,
=1,....n
Vapn (@, i) = argmin (w0, m1,n), YA, 10 (@5 5 10))) - (6c)
’YAI,:(T,‘)EFM
=1,...,n

In the following sections, we analyze these equilibrium achieving strategies,

e, My ap (’Y*p,p,n] ’ VZ,[l,n])} ’

4 Optimal Follower (Controller) Reactions

By (4), for a given 8[; ,, the friendly C also seeks to minimize

S E{llonrld,,, + lurllk, | (7)

k=1

over Yrx € I, k = 1,...,n, such that upr = yri(8sp,k) subject to (1)—(3).
In order to facilitate the subsequent analysis, in the following, we rewrite the
state equations (1)—(2) and the expected loss function (7) without altering the
optimization problem.

Lemma 1. The friendly objective (7) is equivalent to:

i E Kzl +G 8
i, 3 Blury+ K, +. o
k=1,...,n k=1
where
Kk = Alle;{:Qk+1A (93,)
Ak = B/Qk+1B + Rk (gb)
G=tr{31Q1} + Z tr{ X, Qr+1} (9¢)

k=1
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and {Qk} 15 a sequence defined through the following discrete-time Riccati equa-
tion:

Qri1=Qr + A (Qk+1 - Qk-ﬁ-lBA;lB/Qk-H) A, (10a)
Qnt1 = Qns+1 and Q1 = O. (10b)

Proof. This follows from the extensively used “completing the squares” tech-
nique [2,11]. O
Note that in (8), x; depends on the previous control inputs [ j_1]. Through
a change of variables [2], the friendly C’s objective (8) can be written as
n
min > Eluf, + Kpaf |, + G (11)

Yr,k €Lk
k=1,...,n k=1

subject to (9)-(10) and
$z+1:A‘Tz+vka kzl,...ﬂ% andx?zz‘b <123)
uh =upy + KyBupp—1 + KpABupg o+ + Ky A" *Bup;. (12b)

Note also that, now, the process {z{} is independent of the control inputs
ur (and u‘l’,k) Therefore, by (11), given the sensor outputs s[; 5) = s[1,1, the
optimal transformed control input u%¥, (12b) is given by

ugty = —KB{z}[sp ) = s u )

which implies
ugy = —KRE{x}]s11,1} (13)

almost everywhere on R”. By (12b), we have

’:F I K,B - K,A" 2B UF n
Uppn—1 I - K, 1A" B UFn—1
. = . . s
up 1 \__uF"_/l
—— —.
—: u° =: P ‘u

which can also be written as u% = Pup. And (13) leads to

[E{zmsu,n]}]
: : (14)

E{z7|s1}

= K =:

o

I

which yields that the actual optimal control inputs are given by

|ujp = -0 'K & (15)
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While the friendly C has the same objective (4) with S, by (5), for each
w € §2, the adversarial C’s objective is to minimize

S E{lmir = 2@)3, )+ luak vl 0 (6)
k=1

over Yak(w,-) € Iy, k = 1,...,n, such that uar = var(w,8p1,%) subject to
(1)—(3). Next, we aim to rewrite the state equations and the expected loss func-
tions as in Lemma1 and (11) for the minimization of the adversarial objective.

Let duy :=uay — 'u,*F  and instead of (1), consider the following recursion:

Tet1 Al B ]| B B I
up | = g wp |+l Sy + ol vk
[ S — ——

z(w) z(w) -
= A —— _B g
=Xy
which can also be written as
Tpy1 = fl:i:k +B ouy + Evg. (17)

Correspondingly, the objective can be rewritten as

SE{lEild, 0 10kl 0} (18)
k=1

where
Qups1(@) = [ ] Qarni(w)[10-1]

[ Qarti(w) O —QA,k+1(w)]

O O (@)
—QAkt1(w) O Q4 ks1(w)

We point out the resemblance between (7) and (18). Therefore, by Lemma 1
and (11), we have the following transformations:

Lemma 2. The adversary’s objective (18) is equivalent to:

min Y B[ 0wy + KakW)Zl, ) + Galw), (19)
YA, k(w, )€l P ’
k=1,....,n =1
where
Karw) =Aarw) ' B'Qakt1(w)A (20a)
AA7k(w) = B’QA,M_l(w)B + RA7k(w) (2012))
Ga(w) = tr{Z1Qa1(@)} + > _ tr{Z,Qak41(w)}, (20c)
k=1
_ 21 E{z{(u})'} o _
5= | B @) Bup@i)) O } and 2, =[5 3]
(@] O z2(w)z(w)’
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and {Qar(w)} for each w € 2 is a sequence defined through the following
discrete-time Riccati equation:

Qakt1(w) =Qap(w)+ A (QA,kH(W) - QA,kH(W)BAA,k(w)ﬂB/QA,kH(w))A (21a)
Qan+1(@) = Qans1(w) and Qa1 (w) = O. (21b)

And corresponding to (11), the adversarial objective (19) can be written as

min > Bl ouf + Kar(w)z |4, , () +Galw) (22)
'YAk,;k_(;’-’:')EFk 1 ’

subject to (20)—(21) and

£y = AZ) + Bvg, k=1,...,n, and 25 = &1, (23a)
5’11,2 = duy + KAJC(LU)B oup_1+ KA’k(UJ)AB g9+ -+ KA’k(w)Ak72§ ou1. (23b)

Note that in (22), C'a(w) is independent from the adversary’s optimization
arguments even though it depends on u} due to X; in (20c). Furthermore, given
the sensor outputs 81 ] = $[1,x), the optimal transformed adversary action §uf’4*7 &
of (23b) is given by

Su'y = —Kar(W)E{Z}[s10) = spm

which also implies
oup” = —Ka k(W) E{Z} 811,00} (24)

almost everywhere on R”. By (23b), we have

ou I Kan(W)Bn_1 -+ Kan(w)A" 2B ou
duy g N I KA,7L71(UJ)ATL73§ 6'u,T171
= . . . )
Suf I duq
———— ——
=: ju° =: P4 (w) =: ju

which can also be written as Ju® = @ 4(w) du. And (24) leads to

5u0* — _

Ka,n(w)
[ ' (25)

]E{Ez,s[l,n]}‘|

. KA,l(w)‘|

=: KA(UJ)

E{Z7|s:}

Next, we seek to compute E{Z},|s[; x)} in (24). To this end, let us take a closer
look at (23a):
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where we introduce &g, which is given by

8¢

1
#9 = A%, + Buj; +v1 =25+ Bup;

o
T =2

F3 = A%y + Bujy +v2 = A(x3 + Burp) + Bupy +v2 =3 + ABup; + Buj,

Ep =2} + Bu}%’kf1 + ABu*F_’kf2 44 Ak_zBu*F_rl.

Then, we have

En Tn O B AB -« A"72B
En—1 Tpo1 OO0 B - A" 3B
: = : + :

& z° 00 - - o

Let D be partitioned as D = [D), - - - D}]" such that
T, = .’L‘z + Dk’ll,*F

Therefore, E{Z{|s[; 1} can be written as

E{zy |81,k }+DrB{uk]sp i}

E{fﬂsu,k]} = { E{u}(\S[)l,k]}

Furthermore, (14) and (15) lead to
E{up|spp} =07 'K [

Note that we have

E{E{2},[s[1,n) 81,81}

E{E{z7|s1}[s[1,81}

(26)
Uk
U o1
“;1
(27)

| (28)

] | (29)

. E{af]ssu} if 1> k
E{E{x7 s[5} 80,5} = {E{x%ISL l]]} ifl<k’

where the first case, i.e., [ > k, follows due to the iterated expectations with
nested conditioning sets, i.e., {811} 2 {81,1)} if I > k, and the second case, i.e.,
I < k, follows since E{x}|s[; j} is 0-8}; ;) measurable if [ < k. Therefore, (29)

can be written as

E{uplspn}=—-0'K

&, (30)
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where the middle block is the kth block column. Hence, we can rewrite (28) as

E,—Dy® KLy | o
E{Z7[s1,1} = [ k—qﬁElKLk k] z° 4+ {z(?u)}’ (31)
o ——
= Fy =: z(w)
where Ej is the indicator matrix such that E{z}|s;; )} = Ex2°, k= 1,...,n.

Then, by (24), (25), and (31), we have

Fn

o (w) = —Ka(w) [ :

F 1 2% — Kp(w)z(w).

= F

Therefore, the actual optimal adversarial actions are given by

uwh(w) =ujp — Pa(w) " Ka(w)[FE° + z(w)]. (32)

In the following theorem, we recap the results.

Theorem 1. Given S’s strategies sy = m(xp ), k = 1,...,n, C’s optimal
reactions up and ua ,(w) are given by (15) or (32) depending on whether C'is
a friend or an adversary, respectively.

In the following section, we formulate S’s optimal strategies.

5 Optimal Leader (Sensor) Actions

By Theorem 1, S’s objective can be written as

n
min (1-p) Y E{llerild,,, +lupelk, }
Nk €Yk,

k=1,....n k=1

n
0 [ S E{leenl, + s, | ).
k=1

However, we should also take into account that j, evolves according to (1), which
implies that the state ) depends on the control input, and therefore C’s type. In
order to show this explicit dependence, henceforth, we will denote the state by
zp when C is a friend or by £ 4, when C is an adversary. Correspondingly, the
sensor outputs are denoted by sr and s 4 j, respectively. Therefore, an explicit
representation for S’s objective is given by

n
min (1-p) Y E{leneld,., + luril?, |
Nk €Tk,

k=1,....n k=1

3

Y I;E {||a:A k1 (w )H?QkJrl + ||uf47k(w)||§%k } P(dw). (33)
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Even though S constructs a single set of strategies {n; € 1%} without knowing
C’s type, the resulting sensor outputs {sx = nx(2[1,4)} depend on the states,
Z(1x)'s, hence C’s type, ie., x = zpy if Cis a friend or xx = 24 if C is an

adversary.
Let T:= ¢ 'K,
Ta(w) := @71K+@A( )~ IKA( )F
() = Pa(w) T Ka(w)z(w)
such that uy = —-TZ% and u%(w) = —Ta(w)Za — &(w), where Z° :=
[(ifn)’ (:i:f’l)’}/ and &7, = E{z}|s, 1,1}, for © = {F, A}. Note that the
matrices T and Ts(w), for each w € (2, are block upper triangular. Fur-
!
thermore, let &7, := {(i’fk)' - (£71)"| , &(w) be partitioned into {(w) =

[€n(w)’ -+ €1(w)']’, and the block upper triangular matrices T and Ts(w) be
partitioned into the block matrices as

Tnn Thnm—1 - Tnna Tann Tann-1 =+ Tana
T Tn-1n-1 - Th-11 Tan-1n-1 " Tan-11
T1'1 TA,l,l

where we have dropped the argument w for notational simplicity, and Ty =
Tk - Teal, Tarw) == [Tapr(w) -+ Taki(w)]. Then, by Lemmal and
(11), (33) is equivalent to

n
min  (1-p) Y E|Kixf — Te &gl
Nk €T %, ’
k=1,....n k=1

1 [ SCEIRE] - Taaw)8,40) — 6003, P) + . (34
The first summation in (34) can be written as

Ztr{E{xk VYKL ARK G — 2tr{E{ %, (z7) } K AT }

+ tI‘{E{:L‘Fk(i )/}TléAka} (35)
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while the second summation can be written as
étr{E{xzmzy}K;@Aka | 6wy ag@pw)
+ [ B0 83,40 () AT k(o) ()
- 2 [ B85 P TAr () P )
+ 2 [ (B2 ()} () ATasr (o) P ()

— 2/ tI‘{E{.’IIz}Ek(w)/AkKk}P(dw), (36)
0
where the last term is zero since x{, is zero-mean. The following lemma says that
the posterior covariances do not depend on w.

Lemma 3. The posterior £% ;(w) is independent of w. Further, both posteriors
&%, and &9 . are equivalent and given by

87 = 8 = 89(w) = E{af Im(@f),....m(a )} (37)

Proof. Consider the state recursion when C is a friend:
Tpri1 = Azpy + Bup ), + vi,

which can also be written as*

Tp =29

Tpo = Azp1 + Bup, +v1 =25 + Bup,

Tp3 = Axpo + Bup, +v2 = A(x§ + Buj,) + Bup, + v
=3 + ABup; + Buj,

Tpr =) + Bupy | + ABupy o+ -+ Ak_2Bu}’1.

Let My := [B AB --- A" 2B] and ury, := [y, --- wp,]. Then, for k > 1, we
have

Tp) = :cz + Mk_lgﬂk_l. (38)
Furthermore, let
T -+ Tk
Ty = Lo
Ty 1

* Note the resemblance to (26).
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such that urx = —7T) 2%, and (38) can be written as
Trk =% — Mp 1T 125, 1. (39)
Therefore, we have 2%, = E{z}|n(29),..., (29, ..., 2 — ckx)}, for certain
deterministic ¢; ; € R™, 4,5 = 1,...,k, since :i:%’j is 0 — :zrf’1 il measurable.
Correspondingly, we have
Tak(w) =2 — Mp1Tap—1(w) 8) j—1 — Mik—1§, | (w), (40)
where

Takk(w) - Taki(w) §k§w)
Typ(w):= and §, (w) := S

Ta11(w) &1 (w)
which leads to £9 , (w) = E{zg|m (x9), ..., m (2], ..., 2} — dir(w))}, for certain
other deterministic d; j(w) € R™, 4,j = 1,...,k, since 29 ;(w) is o — xh g
measurable.

Next, we employ the following lemma about shifting of random variables in
order to compute £% ,’s and £9 ;(w)’s.

Lemma 4. Let (£2,F,P) be a probability space, where §2 is the outcome space
with an appropriate o-algebra F, and P is a distribution over (2. Let also x :
(2,F) — (R™,B™) be a random variable, h : (R™,B™) — (R™,B™) be a Borel
measurable function, and ¢ € R™ be a deterministic vector. Then, we have

E{z|h(z)} = E{z|h(z + c)}. (41)

Proof. The proof is provided in the Appendix A. |
Therefore, Lemma4 and (51) imply (37) and the proof is concluded. O

Next, by (35), (36), and Lemma 3, (34) can be written as

i SLKL ALK E "A
kni?ﬁ’;;tr{ WKL ARrKk} + pEo{ék(w) Arér(w)}

~ 20 {B{&7(20)'} KL (1~ p)Ti + pEo{Tas()}) }
+ ptr{E{24(&0)'} Eo{Tan(w) MTan(@)} |
+ (- p) e {E{&72(80)} TLAT} + G, (42)

where E, denotes the expectation taken over {2 with respect to the distribution
P and Xy = E{z{(x?)'}.

We note that for I < k, E{2¢(x2)'} = E{£2(x?)'}(A")*! since v, j > I,
and £}, which is 0-s[; ;) measurable, are independent of each other and {vy} is
a zero-mean white noise process. Furthermore, we have

E{2](z7)'} = B{E{ 2] (=) |s;1.0}}
= E{#7(%7)"} (43)
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due to the law of iterated expectations. Let Hy, := E{Z%(&%)’}. Then, we have

H !’
A0 o\/ Hk*I;A/ A0 o\/ HkilA
E{ &7 (27)"} = : CB{E7 (7)) = :
Hl(Al)k—l Hl(A/)k71
and
[E{27(&7)'} - E{23(%9)"}
A0 ([ A0/ . .
E{27(27)'} = : :
LE{&9(&7)'} - E{&7(%%)"}
;T AHp_y - AFT1H,
_ | HepAT Heen o AT (44)
_Hl(A/)k—l Hl(A/)k—2 H1

since for [ < k, we have
E{&7(27)'} = E{E{£{(£}) [s11.0}}
@ E{&PE{£7ls1)')
Y E{8(3)) }(4),

where (a) holds since £ is 0-s}; ; measurable, and (b) follows due to the iterated
expectations with nested conditioning sets, i.e., {s{1,5} € {8[1,x]}-
Next, we can rewrite (42) as

Hy Hy, AHp_4 Ak=1p,
n H A ’ k—2
. = k=1 = Hp 14 Hy_p 0 A Hy | =
min E .:;c) —+ tr . Ep o +tr : - - : Ek ¢ (45)

o1 . . .
Hy(A") Hy(A)YE=1 myalyk=2 . Hy

/ ’ 1
Eg = tr{EkKkAkKk} +pEQ{§k(w) Akgk(w)} + gG

= 2K A (1= p)Ti + pEo{Tar(w)})
k= pEQ{TA7k(w)’AkTA7k(w)} + (1 — p)T,éAka,

I gl

[1

which are independent of the optimization arguments. Hence, the optimization
problem (42) faced by S can be written as an affine function of Hy’s as follows:

n
min tr{ Vi H} + Z°, (46)
Nk €Yk,
k=1,..., n k=1
for certain symmetric deterministic matrices V3, € R™*™ k = 1,...,n, where

20 :=3"1_, 9. Note that as a sensor designer, we seek to solve this infinite-
dimensional optimization problem (46) within the general class of strategies.
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To this end, we employ the approach in [19], which considers a finite-dimensional
optimization problem that bounds the original infinite dimensional one from
below, and then, compute strategies for the original problem, which optimizes
the lower bound. Based on this, the following theorem characterizes equilibrium
achieving strategies of both agents S and C.

Theorem 2. The multi-stage static Bayesian Stackelberg equilibrium between S
and C, i.e., (6), can be attained through linear strategies, i.e., the secure sensor
outputs sp ) are linear in the state x|1 ,,) and the corresponding, friendly or adver-
sarial, control inputs, g, (1 n) OT UA,[1,n), are linear in the sensor outputs sy ,]-

Proof. Based on Lemma 1 in [19], by characterizing necessary conditions on H}’s,
we have
min s esm, Doy tr{ViSk} < min yer,, oy tr{ViHi},
k=1,...,n k=1,....n (47)
s.t. 27' i Sj t ASj_lA/ Vj

where X; := E{z§(x?)'} and S™ denotes the set of m x m symmetric matrices.
Note that the left hand side of (47) is a finite-dimensional optimization, indeed an
SDP, problem. By invoking Theorem 3 in [19], we can characterize the solutions
of this SDP problem, S7,...,S}), as

Sr = AS; A + (Zp — AS; [ ANY2P (5} — ASj_1 A2, (48)

for k = 1,...,n, where S5 = O and Pj’s are certain symmetric idempotent
matrices. Note that by solving the SDP problem numerically, we can compute
the corresponding Pj’s.

Next, say that S employs memoryless linear policies s = ng(Zp k) = C,’Cz Fk
if C is friendly or s, = (4 ,x(w)) = Cl,Z 4 x(w). Then, by Lemma 3, we have

20 = E{z}|C1zS,...,Crxl}.
which can also be written as
=A%, |+ (Xx — AHp 1 A)Cr(CrL(X% — AHk,lA')Ck)JrC,’C(xz — Az} ),

for k=1,...,n, 2°, := 0 and Hy := O. Therefore, H, = E{Z{(&})’} is given
by

Hy = AHp 1A'+ (g — AHy, 1 A')CL(CL(Z), — AHp_1 A)OR)TClL(Z, — AHp_1 A'). (49)

We emphasize the resemblance between (48) and (49). In particular, if we set
Ok = (Ek - AHk_lA/)l/QCk, k= 1, ey Ny (49) yields

H;, = AkalA/ + (Ek — AkalAl)l/QC’k(Cllcék)+éllc(2k - AHk*1A1)1/27

where C,(C},Cy)*C}, is also a symmetric idempotent matrix just like Py, in (48).
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_ Therefore, given Py’s, let Py = Up AU & be the eigen decomposition and set
Cr = UgAyg, i.e., set

Cr = (X — AS; AN YV2U,A,,. (50)

Then, we obtain Hj, = S};, which implies that S’s optimal strategies are mem-
oryless and linear in the underlying state. Correspondingly, the optimal control
inputs for both friendly and adversarial C are linear in the sensor outputs by
(15) or (32). |

In Table1, we provide a numerical algorithm to design secure sensors in
advance.

Table 1. Computation of equilibrium achieving sender policies.

Algorithm: Secure Sensor Design

SDP Problem:
Compute Vi, fork=1,... n, by (7)-(45).
Solve the SDP problem on the left hand side of (47) through a numerical toolbox
and obtain the solutions Si, fork=1,...,n.
Set S = O.
Equilibrium achieving sensor strategies:
Compute the corresponding idempotent matrices P, Vk, by using Si, Vk, and (48).
Compute the eigen decompositions: P, = UkAkUli-

Compute Cy, Yk, by using S;_,, Uy, Ay, and (50).

6 Conclusion

In this paper, we have proposed and addressed secure sensor design problem
for cyber-physical systems with linear quadratic Gaussian dynamics against the
advanced persistent threats with control objectives. By designing sensor outputs
cautiously in advance, we have sought to minimize the damage that can be caused
by undetected target-specific threats. However, this is not an active defense
strategy against a detected threat. Therefore, such a defense mechanism should
also consider the maintenance of the ordinary operations of the system. To this
end, we have modeled the problem formally in a game-theoretical setting. We
have determined the optimal control inputs for both friendly and adversarial
objectives. Then, we have characterized the secure sensor strategies, showing
that the strategies that are memoryless and linear in the underlying state lead
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to the equilibrium. Finally, we have provided an algorithm to compute these
strategies numerically.

Some future directions of research on this topic include secure sensor design
when the sensor has access to the state only partially, e.g., noisy observation,
or when the attackers infiltrate into the controller within the horizon. Note also
that we have only considered the secure sensor design within optimal control
framework. Formulations for, e.g., robust control or feedback stability of the
systems, can also be interesting future research directions.

A Appendix: Proof of Lemma 4

Let y1 = h(z) and y2 = h(z + ¢) be random variables, where ¢ is a deterministic
shift vector of the same dimension as 2. Then, for any B € B?, we have y; ' (B) =
{lwe:y1(w)eB}={weR:hz)(w) € B} ={we N:z(w)eh (B}
Correspondingly, we also have y; *(B) = {w € 2 : ya(w) € B} = {w € 2: h(z+
¢)(w) € B} = {w € 2 :z(w) € h"1(B) — c}. Note that the o-algebras generated
by the random variables y; and yo are given by o(y;) = {y; '(B) : B € B?}, for
i = 1,2 [3]. This implies that o(y;) = {{w € 2 : z(w) € h*(B)} : B € BP}
and o(ys2) = {{w € 2 : z(w) € h"1(B) — ¢} : B € BP}. Furthermore, for each
B € BP, there exists By € B? such that

h~Y(B)=h"'(By) —ceB?
since Borel sets are shift invariant [3]. Therefore, we have

o(y1) = o(y2) (51)

and correspondingly, we obtain (41).
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