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Abstract— We introduce a new defense mechanism for
stochastic control systems with control objectives, to enhance
their resilience before the detection of any attacks. To this end,
we cautiously design the outputs of the sensors that monitor
the state of the system since the attackers need the sensor
outputs for their malicious objectives in stochastic control
scenarios. Different from the defense mechanisms that seek to
detect infiltration or to improve detectability of the attacks, the
proposed approach seeks to minimize the damage of possible
attacks before they actually have even been detected. We,
specifically, consider a controlled Gauss-Markov process, where
the controller could have been infiltrated into at any time
within the system’s operation. Within the framework of game-
theoretic hierarchical equilibrium, we provide a semi-definite
programming based algorithm to compute the optimal linear
secure sensor outputs that enhance the resiliency of control
systems prior to attack detection.

I. INTRODUCTION

Incorporating cyber, i.e., Internet connected, components
into control systems, cyber-physical systems, e.g., process
control systems and smart grid, are vulnerable against cy-
ber attacks [1], [2]. Robust control approaches [3] against
random external disturbances may not address such attacks
since those attacks are target-specific with certain long
term objectives. Intrusion detection systems seek to detect
misbehaviors in the system to take appropriate counter
actions in order to reduce the damage due to such attacks
as early as possible [4]. However, advanced and persistent
attackers can also seek to deceive the detection mechanisms
by manipulating monitoring signals, by attacking stealthily,
or by also compromising the detection mechanisms [5].
As an example, [6] analyzes false data injection attacks,
where attackers can inject data to the sensor outputs and can
avoid detection mechanism strategically while degrading the
estimation operations of cyber-physical systems.

In this paper, we specifically analyze the attacks with
certain adversarial control objectives in linear-quadratic-
Gaussian (LQG) systems. Prior literature [7]-[9] has formu-
lated such optimal stealthy control attacks. In [7], [8], the
authors have formulated the optimal attacks that can remain
undetected while driving the state of the system according to
his/her adversarial goal by manipulating both sensor outputs
and control inputs together. Recently, [9] has formulated the
optimal attack strategies that can maximize the quadratic
cost of a system by keeping the Kullback-Leibler distance
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[10] between the realized and the desired state behaviors
at minimum to avoid detection and showed that injecting
independent Gaussian noise with certain variance into the
control input is the optimal attack. Different from [7]-
[9], another recent study [11] has proposed linear encoding
schemes for sensor outputs of an LQG system in order to
enhance detectability of false data injection attacks. However,
the coding matrix is assumed to be unknown by the attackers
and the authors have proposed to mitigate such issues via
time-varying coding matrices. In spite of these extensive
studies, we still have significant and yet unexplored problems
about how to enhance security against undetected attacks,
i.e., to reduce damage due to attacks before detection.

For resiliency of control systems prior to attack detection,
we seek to design the sensor outputs a-priori such that when
the controller of the system is compromised by an attacker,
the damage is minimized. We restrict the sensor strategies to
linear functions, which leads to an LQG control problem.
Otherwise, the problem entails non-classical information
model and for general sensor outputs, the corresponding
optimal control strategies could not be unique and could
not even be expressed in closed form [12]. Before the
detection, the controller of the system could have already
been compromised and disregarding such a possibility and
disclosing state information to the controller as if he/she has
not been compromised could benefit the attacker in his/her
malicious objective. We note that due to the stochastic nature
of the problem, i.e., due to state noise, the attacker needs
the sensor outputs to drive the system in his/her desired path
effectively [12].

Furthermore, similar to the compromise of the controller,
sensors of the system could also be compromised, which
can cancel the effort to disclose state information cautiously
with a shortcut to the state. To mitigate such issues, we
consider the scenarios where the sensors do not have access
to the actual state realizations and they are not controlled
externally. Particularly, all the sensor output strategies are
selected and fixed a-priori. Correspondingly, the attacker by
infiltrating into the system could be aware of those strategies.
Even though the attacker might be aware of the selected
sensor output strategies, we seek to select them such that the
damage before the detection is minimized. To this end, we
consider a hierarchical game framework, where the sensors
are the leader of the game, by announcing their strategies
beforehand, and the controller, which might be adversarial
or not, is the follower of the game. The sensors should
anticipate the reaction of the controller, based on certain
belief about the controller’s type, e.g., malicious or not, and
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the change of type during the operation.

We have introduced secure sensor design framework in
[13], but have not completely solved the problem. We have
considered the controller could only be compromised at the
beginning of the operation. In [5], we have extended [13]
for the scenarios where the controller could be compro-
mised during the operation. Here, we also consider that
the controller can be compromised during the operation,
however, different from [5], we consider the situation where
the controller can have access to the previous control inputs.
For the system, this new model removes the uncertainty
about how the state has been driven by an attacker before
the detection. Correspondingly, for an attacker, this new
model removes the uncertainty before the infiltration since
an attacker could also infiltrate into a system, which has
already been compromised by another attacker. Furthermore,
recording the control inputs at the controller can also play a
role for the forensic analysis of the attack in order to identify
the attacker objective after detection.

The paper is organized as follows: In Section II, we

describe the secure sensor design problem. In Section III,
we characterize the optimal controller response strategies for
given sensor strategies and for any type. We compute the
optimal secure sensor strategies in Section IV. We conclude
the paper in Section V with several remarks and possible
research directions.
Notations: For an ordered set of parameters, e.g., x1,- -, Xp,
we define xj ;) :=xg, -+ ,x, where 1 <k <I<n. N(0,.) de-
notes the multivariate Gaussian distribution with zero mean
and designated covariance. We denote random variables by
bold lower case letters, e.g., x. For a random variable x, X is
another random variable corresponding to its posterior belief
conditioned on certain other random variables that will be
apparent from the context. For a vector x and a matrix A, x’
and A’ denote their transposes, and ||x|| denotes the Euclidean
(L*) norm of the vector x. For a matrix A, tr{A} denotes
its trace. We denote the identity and zero matrices with the
associated dimensions by / and O, respectively, while 1 (or 0)
denotes a vector whose entries are all 1 (or 0). For positive
semi-definite matrices A and B, A = B means that A — B
is also a positive semi-definite matrix. A ® B denotes the
Kronecker product of the matrices A and B.

II. PROBLEM FORMULATION

Consider a controlled stochastic system described by the
following equations:

Xir1 = Axi + Bug +vy, (D

for k=1,2,...,n, where! A € R"™™ B R™ and x; ~
N(0,X), k=1,...,n. The additive state noise sequence {v;}
is white Gaussian vector process, i.e., v, ~ N(0,%,); and is
independent of the initial state x;. We assume that the matrix

'Even though we consider time invariant matrices A and B for notational
simplicity, the provided results could be extended to time-variant cases rather
routinely. Furthermore, we consider all the random parameters to have zero
mean; however, the derivations can be extended to non-zero mean case in
a straight-forward way.
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Fig. 1: Cyber physical system including a sensor and a
controller.

A is non-singular, and the auto-covariance matrices X and X,
are positive definite. The closed loop control vector u; € R”
is given by

wi = V(S04 U1 k1)) (2

where 7;(-) can be any Borel measurable function from
R7k+r(k=1) to R”. The sensor output s; € R™ is given by

s = Mi(xx), 3)

where 7Ny (+) can be any linear function from R” to R™.

We have two separate agents: Sensor (S) and Controller
(O), as seen in Fig. 1. At each stage k= 1,...,n, the agents
construct s; and u; according to their own objectives. In
particular, S chooses 1 from the strategy space Y, which,
for each k, is the set of all linear functions from R™ to R™,
i.e., Nx €Y and s = Mg (x;). This implies that for each n; € Y,
there exists a matrix .%, € R™*™ such that

Sk = LiXe, 4

almost surely on R™. C chooses }; from the strategy space
I';, which is the set of all Borel measurable functions from
Rmk+r(k=1) to R’ i.e., % €Iy and uy = }/k(s[l,k])~

While S has a single type denoted by F, C can have one
of ®:={F,Aj,...,A,}, which can also change in time. Fur-
thermore, S does not know C’s exact type. Particularly, the
types {Aj,...,A;} correspond to those attackers that seek to
infiltrate into C. Once an attacker achieves to infiltrate, he/she
becomes in charge of C and can construct u;’s accordingly
while S is unaware of the infiltration. Furthermore, within
time, infiltration attacks can succeed or fail, and defense
mechanisms can detect the attacks or not, which implies that
the type of C can change dynamically. To model the type
changes explicitly, we can consider a jump process {0 ; € ©}
and we consider the scenarios where the type changes can
occur at certain instances, e.g., A C {1,...,n}.

Having a single time-invariant type F, S has a single cost
function:

n
Te M Yin) =ES Y i1 15, + luellze po 5
k=1
where? Q € R™™ is positive semi-definite and Rg € R™*"

is positive definite. However, based on his/her type and the

2For notational simplicity, we consider time-invariant Qr and Rr. How-
ever, the provided results could be extended to time-variant cases rather
routinely.
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time the type has changed, C can have different objectives.
In particular, if C has type F and the type has changed at
k =k, C’s cost function is given by

n

JE(M1 s W xen)) = E { Z [l k1 HZQF + ||uF,k12eF} 3 (6)

k=K

138

where as an argument of the cost function refers to
C’s strategies 71,...,%—1, which are selected by C before
C has become type F, and the subscript F in the state
Xp, the strategy ¥4, and the control input ug; show their
dependence on C’s type explicitly. Furthermore, if C has one
of the types {Aj,...,A,}, i.e, if an attacker is in charge of
C, C’s cost function is given by

Ia; (M Ya i) ZE{ Y lxaxen _ZiHZQAI.

k=K

+ llua, x —uF,kH12eAl_ }, (N

where Qa, € R™™ is positive semi-definite and Ra, € R™"
is positive definite. We note that x4, x denotes the state driven
by the adversarial control input u,, ; while ug; denotes the
control input that would have been used if C would have
type F so that, by being close to the desired control input,
the attacker A; can avoid intrusion detection mechanisms
[13].

The agents S and C aim to minimize their cost functions
by choosing the strategies 7y, and ¥, while each strategy
implicitly depends on the other. Due to the hierarchy, C’s
strategies Y x € I't, 0 € {F,A1,..., A}, depending on his/her
type, can also depend on S’s strategies 7 5 and the time of
type change. In order to show these dependences explicitly,
henceforth, we denote C’s strategies by Yé’f,g(n[l,k]), which

implies }/gflz(n[l’k])(s“’k]) := Yox(S1,,)- Then, the pair of
strategies:

[Mi1s (Vo 0 € @k € 1) | (8)

attains the Stackelberg equilibrium provided that

Ky—1
. 2 2
Ny, = argmin E{ Y Y X6, k+1ll0 + ||u6_,,k||RF}

HkGr-, K,k EA k=K
(%a)
YéK[),:n} (n[l,n]) = argmin JG,K (77[1,11]?» Yék[),cyn} (n[ln])) ) (9b)
Y((;'fk)GFh
k=x,...,n

where the expectation is also taken over {6}, k. is the
type change time after x in A, and 0; refers to the type
of C when k € [x,x}). We note that the optimization in
(9b) results in an equivalence class of strategies such that
all optimizing strategies lead to the same control input ug x
almost everywhere on R” [5].

III. OPTIMAL C STRATEGIES FOR ANY TYPE

For given linear S strategies, optimal C strategies can be
computed as in [5], however, here, C can also have access to
the previous control inputs. Since C can have access to the
previous control inputs, C does not need to know what C’s
type was. Correspondingly, we can relax the assumption that
attackers consider C’s type was F before the type change, i.e.,
before the infiltration.

Based on® [5], when C has type F, the optimal control
inputs ug [y, are given by

u;,;1 -1 n U
= (a) (Ké’” 5 +q>1<;<>[ : D (10)
“f:‘,;c x4 uj

where £ = E{x{|s;; s}, the control-free state x{ evolves
according to
X1 = AXg v,

(1)

and the matrices @ € RO—w+Drxtixslr g0 ¢
R(anJrl)rX(nfleH)m’ 91(:’() c R(anJrl)rX(Kfl)r are defined by

(1 Kg,B - Kp,A"1B K,
q)](:K) = - KF"’*IA_WFZB ,K]E-K) = [ ' ‘| ,
: : Kp
L 1
KppA""XB oo Kp,A"2B
Kpp1tA" 1B - Kp,_1A" 3B
9(F;c) | BFn Fin—1: (12)
KF:KB . KF,KA.K’ZB
while
A =B Qg1 1B+Re, Kpx = A B Opi1A,  (13)
Orx = Or + A" (Orpr1 — QF.k+1BAE VB O k1A,
OFnt1 = OF. (14)

Furthermore, when C has type A;, we let
Api=|one A j,,,0,'1”3(,@:@1’,,,E,,,,O,’@3<,((]Eil),ri’ﬂ),,,
’ 1 Im+nr ’

_ B _ In
B = |: ””””””” :| 5 QA[, = [Im Omxnr *Im] QA[ |:0nr1><m:| B

0(m+nr) Xr

m

and we introduce X3 ,, evolving according to*
1y

Xkl Rk I

) [E ] Lt
% Z (nr+m)xm

= EL

where Xy, is the state that would have been realized if C only
has type F. Then, the optimal control input is given by

Uajm g » {5, 1.}
= - (=) <K,<;_<> :
uZ,a,K u;K l ’ ]E{X?A,,K‘S[I,K]}
uK—lful*J,K—l
+@ : ) (15)
U —uf

3Detailed derivations could be found in [5].
41?2],',{ depends on type A; due to z;.
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where the matrices CIJ< k) ¢ Ro=K+Drx(n—x+1)r, K/(\'f) €
R(n K+1)rx(n— K«H)m’ 9( )GR(” K+1)rx(x—1)r are defined by

(1 KpjnB -

(K> .— 1 KA-J1—]An—2---AK+]B
D, = . v . )

Ka;nAn—1-Ax1B

,- (16)
i
KAi,nAn—l A_zg

r KAi,nAn—l A_KB

o) . Kajn1An 2. AxB = Kp;n 144 2..A2B
2A; T : : )
L KAI-‘KB . KA,-,K'AK—l"'A_ZB
( ) KA[-,n
K .
K = - :
KA[',K

while

Ap k= B'Op k1 B+Ra,;, Kaj i = Agi{ké/QA,«,kHAk, (17)

Onik = O +AL(OA k1 — QVAl-,kHEA/;l,kB/QVA,-,kH )Ax,
QVAI'JlJr] = QAI"
In (15), the conditional expectation E{*} ,|s;i 4} is given
by

—1
_CDF KFLk

m

—1
E -V, @5 KFLk‘|

%0
= -n Opx1
B{xA, klspi} = [ : ] + |:0nrv><1:|7 (18)
£ Zi

=F =: %0 =

where Ey := [Omx(u—tjm Im Omx(-1ym] is the indicator matrix

such that E{x{|s; x} = Ex%’, k=1,...,n, and
Wy = [Omx(n k+1)m B AB AkizB] )
AR
o o0
Li:= LA
RS S
0. O g m

Then, the optimal control inputs u,, [, are given by

%

*
uAl- N uFﬁn

—1

U 1 ME |
)
uy—ug |
where F(¥) ;= [F) - FL].
In the next section, we seek to compute optimal S strate-
gies based on (10) and (19).

IV. OPTIMAL S STRATEGIES

Note that the optimal control varies according to the C’s
type and the time of type change. Therefore, we first seek to
write the optimal control in a unified compact form. To this
end, let

% (19)

Then, by (10), ul(f) can be written as

K)

::TF(

u;’c)* = — ((q)l(:K))ilKng> [I(nfkurl)m 0(n7K+l)m><(K71)m]> fo

[ ——
— TI(__">

(x)

Correspondingly, by (19), u,~ can be written as

K( )F( )on_

<¢5Af))7lK,gf) k1 ®z

1
+ [ @) 100 )",

1

— (@) '®

1]

u = = (@)
(

and by (21), we obtain

= TE:) = Z/(\K)

1 i

71K1(\’,-€)1®§i

= T/i:c)

Let ZI(:K) =0 be a zero vector; then for 6 € ®, we obtain a
compact form representation for the optimal control:

wy) = —1y % - 0a —z09, (22)
Note also that in (9a), only u;;); fork=x,...,x; — 1 are
Js
included. Let N :=
of the process {0}, e.g., 61 5), we have
- u;[l,N] 7:T9[1 N]
—_—
i (kn)* T Mo
Mg 0 MyTy)
”””” N I e SR R I
Mgl | = 0110 My | Yoy
S oo
(% KN)
Tl [ ey
_| Ty ®) | ge_ | Ty A K) |, (23)
M T, | % Mz |
| w1y |z
_:MS[I‘N] _:ZS[I‘N]

where M, € R(K+=K)rx(n=k+1r ig oiven by

MK- = [0(K+7K)r><(nfk++l)r 1(K+7K)r]

"B,n L
ug@* =|: and @™ = Dol (20) and Ky is the last state transition time. Note that in (23),
up u, Tg[l_’N] is an upper triangular matrix, whose diagonal entries
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are zero, which implies that /+Tg,  is an invertible upper
triangular matrix. Therefore, by (23), we obtain

uz[l,N] = _(I+ TG[I,N])i (MB[I‘N] £ +Z@[1,N] ) (24)
Even though S constructs a single set of strategies {7 €
Y} without knowing C’s type, the resulting sensor outputs
{8r = M (x) } may depend on the state x;, hence C’s type and
correspondingly 6y ). However, since the problem entails
classical information as shown in Section IV of [5], %
does not depend on 6 ). Therefore, let “e . be the
corresponding control input at time k according to (24) for a
given realization 6|y y). Then, the objective function (9a) is

given by
n
. ’ 5
min [ { Y 1oy, 115+ [, N],kIIRF} SENER)
; = :
n

After some algebra’, (25) can be written as

min EHCIJ

meT,
k=1,.. ,n

tr{Z1 (OF,1 — OF)} + X4 tr{Z, Or ki1 }

AF‘n
A:: [ ‘| )
Ar,1

and QVFYk and Apy are defined in (14) and (13), respectively.
Next, we introduce the parameters:

+K 0||A+G (26)

where G :=

= _ (1) -1

0 = —CDF (I+ TB[LN]) MO[I,N]’ (27a)
— _pl -1

ée[uv] =P (I + TO[LN]) Zg[l_’N]7 (27b)

almost everywhere on R and R"™, respectively. Then,
we obtain

&+, KR +G, 28

which has identical form with equation (61) in [5]. For
notational simplicity, let K := KIE-I), Eg = Ee[w] and &g :=
&g - And following similar lines with [5], the optimization
problem (28) can be written as

Hy, AH,_, - A"H|
. Hy A" H,y - A"T2H
min tr . . . . I +11,, (29)
k€Y, . . . .
k=1,....n H (An—l)/ H, (A"*Z)’ H,
where
I1:= ]E{E},AEO + E},AK+K’AEG}, (30a)
o = tr{Z°K'AK} + tr{E{&p &g }A} + G, (30b)
0 A0 | e AR
O =E{x'(x")} = oA B AT
Zrl)(A.n—l)/ Zrl;(A;:—Z)/ Z(IJ

5Omitted steps are identical to the derivation of “?k’ which can be found
in [5]. :

and Hy := E{£)(%))'}, £ = E{x}|s;;,q} and x{ evolves
according to (11). Hence, the optimization problem (29)
faced by S can be written as an affine function of H’s as
follows®:

min Z tr{ViH } +11,,

ﬂke -

=1,...,

€Y

for certain symmetric deterministic matrices V; € R™*" k=
1,...,n, which are given by

n

Vi =TIk + Z Hk,[Alik + (Alik)/Hl"k,
1=kt 1

(32)

and Iy is the corresponding m x m sub-block of IT. We note
that the expectation in (30) is taken over all O(¢") scenarious.
S can compute the expectation numerically through the
Monte Carlo method [14].

Next, we aim to compute the solutions of the nonlinear
(possibly non-convex) optimization problem (31) via an
analytical approach instead of brute force approaches,
e.g., particle swarm optimization [15], that would search
n matrices with m x m dimensions over nm? dimensional
space, i.e., R"”’z. To this end, similar to [5], we employ
the approach in [16], which considers a semi-definite
programming problem that bounds (31) from below, and
then, computes strategies for the original problem, which
can optimize the lower bound. Based on this, the following
theorem characterizes equilibrium achieving secure sensor
strategies.

Theorem 1. The optimal linear secure sensor strategies can
be computed via Algorithm 1, described in Table .

Proof. Note that (31) has identical compact form with
equation (68) in [5] for different matrices IT and I1,. Then,
based on Lemma 3 in [16], the proof follows by the proof
of Theorem 2 in [5]. Particularly, the lower bound is given
by

mlnkskegm Zk ltl‘{VkSk} < min nkeY, ):Zzltr{Vka},

..... n k=1,....,n

s.t. 9= 8= AS; 1A'

(33)
where X¢ = E{x(x9)'}, So := O. By Theorem 4 in [16], the
solution of the lower bound in (33), S7,...,S;, is given by

S;=AS; A"+ (20 —AS; AN 2P (z0—AS; | A)V2, (34)

for k =1,...,n, where S; = O and P, € S™ is a certain

symmetric idempotent matrix. On the other hand, for given

Sp = .fk’xk, H; has the following recursion:

H, = AkalA/ + (ZZ —AHk,IA/)D%(Dka/(EZ
X LUE) —AHA').

—AHA).%)T
(35)

Then, the optimal secure sensor strategies are given by
L = (20— AS;_ AT VPUA (36)

where Uy, Ay € R™™ are the matrices in the eigen decom-
position of P in (34), i.e., P = Uy AyUj. O

H; depends on the optimization arguments (1, due to sg = My (xg).
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TABLE I: Detailed description of Secure Sensor Design
Algorithm.

Algorithm 1: Secure Sensor Design

Compute V’s:
Compute Kg i, Ay, and Kp, i fork=1,....nandi=1,...,t
via (13) and (17).
Compute ) by (12), @ by (16), and F) by (18)."
For all 6, y) € Q:
Compute Tg[l_N] and Mg[].N], given by (23).
Compute Eg, , and ég“M via (27).
Compute I1 and 11, given by (30), based on EQ[I_N],’Q'Q[LN].
Then, compute Vi, k=1,...,n, via (32).
SDP Problem:
Solve the SDP problem on the left hand side of (33) through
a numerical toolbox, e.g., CVX [17], [18], and obtain the
solutions Sy, for k=1,...,n.
Set S5 = 0.
Optimal secure sensor strategies:
Compute the corresponding idempotent matrices Py, Yk, by
using SZ, Vk, and (34).
Compute the eigen decompositions: P, = UkAkU,f,.
Compute £, Yk, by using Sy_,Ux, Ay, and (36).
And M (x) = L%

V. CONCLUSION

In this paper, we have introduced a secure sensor design
framework for resiliency of cyber-physical systems prior
to the attack detection. We have specifically considered
LQG control systems, where the controller could have been
compromised within the operation by various attackers with
certain adversarial control objectives. The controller (and
correspondingly the attacker when infiltrated into it) has
access to the sensor outputs and the previous control inputs.
Therefore, we have sought to design the linear sensor outputs
cautiously by taking the possibility of undetected attacks into
consideration. We have provided an algorithm to compute the
secure sensor outputs that lead to the minimum damage in
terms of system’s quadratic control objective.

Some future directions of research on this topic include:
identification of attacker objectives based on the previous
control inputs so that the system can update (enhance) the
belief about the underlying attack statistics based on such
identifications and the scenarios where the sensor has partial
or noisy observation of the state.
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